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Cum functioneaza un atac Ransomware — Marea majoritate a atacurilor

necesita toti cei 5 pasi

. Infectarea prin Web \
www ol
2] — |37 — — x| —
. .
Utilizatorul da Click pe un  Exploatarea vulnerabilitatii Executie malware. Blocare sistem/ “Datele sau banii!”
Link sau pe o reclama prin descarcarea unui cod Infrastructura compromisa criptare date/ Infrastructurad criptata C2
falsa (Malvertising) malware (Angler, Nuclear, (Malicious Infrastructure) (Ransomware Payload) (Command & Control)
S Neutrino etc.) J
- Infectarea prin Email N
Y
> XEl —
|
Email cu atasament Blocare sistem/ “Datele sau banii!”
infectat. Click... criptare date/ Infrastructura criptatd C2
(Ransomware Payload) (Command & Control)
. J




Solutia de aparare impotriva Ransomware: Prevenirea, Detectia si lzolarea

Solutia Cisco de aparare impotriva Ransomware nu este “glont de argint” si nici o garantie,
ci ajuta cu succes la:

U N R o %

Prevenirea Stoparea atacului Detectarea Izolarea Remedierea dupa
ransomware la intrarea in ransomware ransomware incident
de a patrunde in sistem daca este prezentin inainte de a se extinde reparand vulnerabilitatile
retea, acolo unde ar inainte de a prelua retea la alte sisteme sau in alte si zonele care au fost
fi posibil zone din retea atacate

comanda si controlul

Q Aceasta solutie contribuie la reducerea riscurilor de “a fi luat ostatic”, de a scapa de

sub control sistemele critice si de a pierde date sensibile sau confidentiale




Preventie, Detectie si Izolare a atacurilor Ransomware

Talos Security
Intelligence si AMP

Stealthwatch
detecteaza si
avertizeaza

g ©
ISE aplica politicile

f Stealthwatch de izolare, utilizand
detecteaza si TrustSec si
avertizeaza Firepower

C2 callbacks Worm propagation l

Malicious
Infrastructure ﬁ «@*@
ISE+TrustSec

ThreatGrid
NGFW blocheaza
Zero-day conexiunile de intrare

atac si infectare = i de iesire

INFECTAT CU

aplica izolarea, NGFW -I I l
dinamic protejeaza si I '

2 segmenteaza -
sistemele -

RANSO'\"W'°~R'5| % I RANSOMWARE neafectate ———
IZOLAT SISTEME

Detectie cu Cisco
Stealthwatch, Network visibility &
Security Analytics

L/ CURATE
Detectie si Segmentare cu Cisco

Izolare cu Cisco ldentity
Firepower Threat Defense si Services Engine (ISE) si

Management Center TrustSec
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The Regulation  The Process  More Resources  Our Partners

The EU General Data Protection Regulation
(GDPR) is the most important change in
data privacy regulation in 20 years -

we're here to make sure youre .-
prepared. il
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The Ultimate Checklist To Preventing And Fighting
Ransomware Attacks:

e

. Back Up All Your Data

Patch, Patch, Patch

Educate Your Users On Attack Sources
. Protect Your Network

. Segment Network Access

. Keep a Close Eye on Network Activity

Ransomware
Defense

. Prevent Initial Infiltration
. Arm Your Endpoints
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. Gain Real-Time Threat Intelligence
10. Say NO to Ransoming

http://www.cisco.com/c/m/en_us/offers/sc00/security-ransomware-whitepapers/index.html
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Oare datele din compania
dumneavoastra chiar sunt in siguranta?

Daca aveti indoieli, aflati raspunsul prin evaluarea de securitate cibernetica!
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https://www.fortinet.com/fortiguard/threat-intelligence/threat-map.html

http://barracudacentral.org/
https://threatmap.checkpoint.com/ThreatPortal/livemap.html

https://cybermap.kaspersky.com/



