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The Problem with Legacy Next-Generation 

Firewalls  
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Integrated Threat Defense Across the Attack 

Continuum  
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Firewall/VPN   NGIPS   Advanced  Malware Protection   

BEFORE   
Control   
Enforce   
Harden   

DURING   
Detect    
Block    
Defend   

AFTER   
Scope   

Contain   
Remediate   

Attack Continuum 
  

Visibility and Automation   

Security Intelligence   Granular App Control   Retrospective Security   

Web Security   Modern Threat Control   IoCs /Incident Response   



 

Cisco Multi-scale Performance   
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FireSIGHT Management Center  

• Required for management of network discovery information, correlated 

events and the AVC, IPS, URL and AMP functionality.   

• The number of sensors to be managed and the event and file storage will 

determine sizing requirements.  
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Functional Distribution of Features  

 



 

Licensing  

• Five (5) feature license packages are available  

• AVC is part of the default offering  

• One (1) and three (3) year terms are available  

• SMARTnet is ordered separately with the appliance  
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Cisco FirePOWER Brings Superior Network Visibility  

 

Impact Assessment  



 

 

 

Administrator 

Action  
 

 

Why  

 

 

Act immediately; 

vulnerable  

 Event corresponds  

to vulnerability 

mapped to host  
 

 

Investigate;  

potentially vulnerable  

 Relevant port open  

or protocol in use,   
but no vulnerability  
mapped  

 

 
Good to 

know; 

currently 

not 

vulnerable  

 Relevant 

port not 

open or 

protocol  

not in use  
 

 

Good to know; 

unknown target  

 
Monitored network, 

but unknown host  
 

Correlates all intrusion events    

to  an impact of the attack against the target   
Impact Flag   

1 
  

2 
  

3 
  

4 
  

0 
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Good to know; 

unknown network  

 
Unmonitored 

network  
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AMP Provides Continuous Retrospective Security  

1000111010011101 1100001110001110          1001 1101 1110011 0110011 101000  0110 00      

0100001100001 1100  0111010011101   1100001110001110    1001  1101 1110011  0110011   101000  0110 00   

0 0 1110    0   1001    110    0111000   111010011    101   1100001   1101 1110011  0110011   101000  0110 00   

Continuous Feed   

Continuous Analysis   

   File  fingerprint  and  metadata   

   File and  network  I/O   

   Process  information   

Telemetry Stream   
Telemetry Stream   



 

  

Breadth of   

Control Points   

Web   
  

WWW 
  

Endpoints   Network   Email   
  

Devices   

            

IPS   



C97-732214-00 © 2014  Cisco and/or its affiliates. All rights reserved.  Cisco Confidential    

Indications of Compromise (IoCs)  

 



 

Protection Before, During, and After an Attack  

Cisco Confidential 
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BEFORE   
Control   
Enforce   
Harden   

DURING   
Detect    
Block    
Defend   

AFTER   
Scope   

Contain   
Remediate   

Continuous   Point in Time   

With Superior Visibility , Control, and Advanced Threat  Remediation  Functionality   

Retrospection   Trajectory   
Behavioral Indications  

of Compromise   Threat Hunting   Retrospective Detection   



 

  

Migration Opportunity 

  



 

Why migrate to ASA 5500-X NGFW?  

 

$2.5+ Billion Opportunity!  

 

 

Protect your install base  

 

 

More value/stickiness and 

differentiation  

 



 

 

 

Increase cross sell and up-sell 

opportunities  

 

 

Opportunity to sell value added 

services and support  
 



 

Why Upgrade?  

5 models to meet varied throughput demands  

 

ASA 5555-X  

4 Gbps FW Throughput  

ASA 5545-X  

3 Gbps FW Throughput  

ASA 5525-X  

2 Gbps FW Throughput  

ASA 5515-X  

1.2 Gbps FW Throughput  

ASA 5512-X  
1 Gbps FW Throughput  

High Performance   

• Up to 4X faster than legacy ASA  

• Increased throughput, CPS, sessions  

Accelerated, integrated services  

• Integrated security acceleration hardware  

• No extra hardware required (security services 

enabled with software licenses)  



 

Next-

generatio

n security  

• A

p

pli

ca

tio

n 

co

nt

ro

l 

(A

VC)  

• Next-Generation IPS  

• Security intelligence and URL Filtering  

• Advanced Malware Protection  

 
*VPN and IPS acceleration hardware available on select ASA models (ASA 5525-X, 5545-X, 5555-X)  

  



 

  

Competitive Overview  - 

  

NGFW 
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By Way of Comparison…  

can do this…  

 Requires 10 

unique products 

and  8 unique 

management  

interfaces  

 There is minimal 

correlation of 

information,  of 

course  

 can do this…  

 Requires four 

3rdparty products 

and    

7 unique 

management 

interfaces  

 … no correlation…  

  can do this…  

 Like Palo Alto—they 

need 3rd-party help— 

at minimum there will 

be 5 unique 

management  

interfaces  

 You guessed it   —    

no correlation  

 and many others… 

Can’t do this without 

using one of solutions 

to the left! (or Cisco)  
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© 2013-2014  Cisco and/or its affiliates. All rights reserved. Cisco Confidential  4  

 

PanOS   or Panorama NGFW Manager   1   

WildFire   Portal (VERY basic Sandbox)   2   

GlobalProtect   /  Cyvera   Client Agent (Windows Only)   
3   

3   Bit9 for the rest   

How Palo Alto Does It: 
  

PickYourFav   –   Vulnerability Mgmt.  QualysGuard     4   

PickYourFav   –   SIEM Logging  -   Splunk   5   

PickYourFav   Remediation (Sophos)   6   

7   PickYourFav   Anti - Malware  
Remediation   

Optional But Recommended  –   Choose a ‘Working’  
Sandbox tool  –   Like FireEye   

8   
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How Cisco Does it   
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 Key Differentiators   

Key Objection: Fortinet lacks contextual awareness  

 

 Cisco  Fortinet  

User Identity 

Tracking  
  Limited4  

Custom Rules / 

Signatures  
  Limited5  

Impact 

Assessment  
  X  

Automated IPS 

Tuning  

 

X  

Network 

Behavior 

Analysis  

  
Limited2  

Enterprise 

Management  
  Limited  

SSL Decryption    Limited3  
 

 

1 – Traditional AV inspection only, IPS may detect C&C, no correlation between the two  
2 – Separate DDoS appliance, no correlation  
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3 – Known ports only  
4 – Basic identity awareness, lacks correlation with threats  
5 – Lacks full Snort rule language support  

Reasons to Choose Cisco over Fortinet  
1. Proven year-over-year protection from threats  

 Cisco has achieved leading protection ratings for the past four years [NSS Labs 2009-2012]  

 Fortinet scored well in the most recent test, but has a poor track record YoY  

2. Better enterprise management  
 Cisco management platforms are enterprise proven with an intuitive user interface and analysis workflows  

 Management is Fortinet’s Achilles heel, complex and non-intuitive  

3. Security events with contextual information  
 Cisco adds context to events with network, host, application, and user information  

 Fortinet events lack context—No OS or device type information  

4. Impact Analysis  
 Cisco automates event analysis and presents the most critical events first  
 Fortinet lacks correlation capabilities, requiring 3rd party tools to perform incident analysis  

5. Performance in next-generation configurations  
 Cisco outperforms our own perf. ratings in independent tests [NSS Labs 2012 / IPS 6.2]  

 Fortinet underperforms their stated performance [NSS Labs 2012 / IPS 6.2]  
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Cisco Demo Cloud (dCloud)  

 

Visit: dcloud.cisco.com  

• Complete, ‘LIVE’ environment 
  

• Live traffic, clients and threats   

• Easy to use   

• Demo script in your dashboard   
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Malware is an ever-growing problem   

  

 
  

 
  

  
  

  
  

  

Source: 2014 Cisco Annual Security Report   

95 % 

    
of large companies    

targeted by  malicious traffic   % 100 

  
of  organizations interacted    

with  websites  hosting  malware   

2000   1990   1995   2005   2010   2015   2020   
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Malware is an ever-growing problem  

   

Source: 2014 Cisco Annual Security Report   

95 % 

    
of large companies    

targeted by malicious  traffic   % 100 

  
of organizations  interacted    

with  websites   hosting  malware   
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Impact of a Breach  
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Selecting your malware protection 
technology based upon detection rates 
is really just selecting your method of 
failure…  

Why has detection failed?  

 Malware no longer infects as individual files  

 The initial virus is often bespoke – custom written for a single attack campaign  

 Once the infection has taken place, more unique malware is downloaded and 

the cycle is repeated.  
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 Local detection lacks the processing power,  storage and perspective 

necessary  

 The bad-guys are clever, resourceful and well 

motivated  

If you knew you were 
going to be compromised, 
would you do security differently?  

It’s time for a new approach…  
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Comprehensive Environment Protection with AMP  
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Cisco  

Advanced  

Malware  

Protection  

 

 

 

AMP  

Protection  

 

Threat Vector  

 

Email and Web  

 

Networks  

 

Devices  

Method  

 

License with ESA or WSA  

 
Stand Alone Solution  

-or-  

Enable AMP on FirePOWER 

Appliance  

 

Install on endpoints  

Ideal for   

 

New or existing Cisco Email  or 

Web Security customers  

 

IPS/NGFW customers  

 

Windows, Mac, Android, VMs  

Content   Network   Endpoint   
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Cisco Advanced Malware Protection   

Built on unmatched collective security intelligence    
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AMP Offers Point-in-Time and Continuous 

Protection  
 

Point-in-Time Protection  

 

 

Retrospective Security   
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Traditional Incident Response is Tough  
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High Cost of Response –  Average cost of responding to a breach is over 

$500,000, but costs can skyrocket into the millions of dollars  

Too many tools to manage – Proliferation of tools in place, all with their own 

consoles, making an integrated response difficult  

High volume of alerts – It is impossible to effectively manage the countless events 

generated daily  

Time – Without the right tools, response takes time and actionable data can decay 

in minutes or even seconds  
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Where do I start?  

Continuous Analysis   

0001110      1001   1101 1110011  0110011   101000  0110 00   0111000   111010011    101   1100001   110   

1000111010011101   1100001110001110    1001  1101 1110011  0110011   101000  0110 00      

0100001100001   1100   0111010011101   1100001110001110    1001  1101 1110011  0110011   101000  0110  00   

File  Fingerprint and Metadata   

File and Network I/O   

Process Information   

Continuous feed 
  

Continuous analysis 
  

Recording… 

  

  

Watching… 

  
ALL FILES… 

  

Telemetry    

Stream   

Breadth and Control points : 
  

Web    
  

WWW   

Endpoints   Network   Email   
  

Devices   

            

IPS   
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• Track a file across your entire network… 
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What did the threat do?   

• Gives you detailed view of sample behaviour  

• No presence in the VM like other sandboxes  

• 300+ Behavioural indicators (and growing)  

• Malware families, malicious behaviours  and 

more  

• Detailed description, actionable   

• Prioritize threats with confidence  

• Increases speed and accuracy of incident 

response teams  

What did the threat do?  

• Review a historical record of what a device 

is doing…  
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• And take the appropriate action  

How do we recover?  

• Simple Custom Detections  

• Quickly and easily write custom signatures  

• Advanced Detections  
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How do we keep it from happening again?  

• Create Clam AV signatures 
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In conclusion  

• You can no longer rely on detection  
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• What’s needed is visibility and control  

• In a world where infection is inevitable you need to have the tools in 

place to find and eliminate the threat  

• The goal is to remove the Persistence from Advanced Persistent 

Threats  

 

Questions?  



 
 

Thank you. 

  


